
 

 

Hiring TS/SCI System Admins, Network Admins, ISSOs, Help Desk, & CMMC Experts 

Accepting resumes at www.cswas.com/careers 

 

Information System Security Officer (ISSO) 
Flexible work locations. HQ in Gainesville/Warrenton. Offices throughout Northern VA & Colorado. 

Responsibilities 

This position will perform the functions of the Information System Security Officer (ISSO) for 

multiple Department of Defense (DoD) and Intelligence Community (IC) assets. The ISSO will 

work under the direction of the Lead ISSO to ensure the confidentiality, integrity, and availability 

of multiple classified computer systems. Candidates must be knowledgeable of information 

technology and security principles. This is a multi-tasking environment that demands technical 

proficiency, customer service, communication, and organizational skills. 

Qualifications 

 Implements the information systems security program for assigned programs/systems in 

compliance with NISPOM, NIST RMF, and ICD 503 requirements. 

 Applies cyber security standards including DISA STIGs, RMF security controls (SP 800-53, 

SP 800-171, CNSSI 1253), and Customer policies and procedures to classified computing 

systems. 

 Performs Continuous Monitoring (ConMon) of security controls, to include audit log 

review and archive, security updates and patching, compliance scanning (SCAP), 

configuration management, account management, vulnerability management, and 

control status reporting. 

 Assists with preparation and maintenance of security Assessment and Authorization 

(A&A) documentation (e.g., IA SOP, SSP, RAR, SCTM) including participation in system 

categorization. 

 Participates in security incident response as necessary, including spill remediation, 

intrusion and malicious code detection and investigation, reporting, and mitigations to 

prevent reoccurrence. 

http://www.cswas.com/careers


 Coordinates with and assists other Customer security and information systems 

stakeholders as required. 

 Helps review new Government requirements and how they can be addressed. 

 Performs other duties as assigned by the Lead ISSO. 

Required Qualifications  

 Degree in Computer Science, Computer Engineering, Cybersecurity or related discipline 

from an accredited college or university 

 OR Candidates with in depth technical/compliance experience will be considered 

regardless of degrees 

 Active TOP SECRET security clearance w/SCI eligibility (Poly preferred). 

 Security+ or DoD 8570.01-M IAM Level 1 or higher certification 

 2 years’ experience as an ISSO, ISSM, or System Administrator implementing NISPOM, 

NIST RMF, and ICD 503 requirements. 

 Experience administering the system functions including security policies and account 

management of information systems. 

 Experience performing security audits with and without specialized SIEM tools (Splunk 

experience highly desired). 

 Ability to work in a team environment as well as independently, demonstrate excellent 

problem solving abilities, be well organized, flexible, and self-motivated. 

Desired Qualifications 

 Experience with Splunk, Nessus, and ServiceNow 

 TS/SCI with Poly Active 

 Security+ certification Active 

Benefits 

 Small, fast-growing, family-oriented company 

 Competitive Salary 

 Employee Profit Sharing Plan (CSW Contributes 20% above salary) 

 5 Weeks PTO 

 Unlimited Comp Time 

 Benefits including medical, dental, vision, life, disability, etc. 

 Frequent company trips, events, outings 

About CSW Systems 

CSW provides Critical IT, Cyber, Compliance, and Engineering services tailored to Cleared 

Government Contractors and their programs. 


